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Abstract—Autonomous vehicle (AV) security is critical, as
even minor software attacks can disrupt key vehicle functions.
Resilience, the ability to maintain safe operation despite system
compromise is essential. While most existing approaches are
tested only in theory or simulation, this paper presents a
lightweight, real-time resilience framework implemented on the
physical QCar 2 and virtual platform from Quanser, using
the NVIDIA Jetson AGX Orin as the main Electronic Control
Unit (ECU) for perception and decision-making. We conduct
a CVSS-inspired threat analysis, focusing on a configuration
tampering attack targeting the main ECU. Through extensive
analysis and experiments measuring detection delay and success
rate, we demonstrate that this attack disrupts object detection
and braking functions. In addition, our resilience framework
effectively restores vehicle operation, improving the Mission
Success Rate from 0% to over 90% with minimal overhead.
This work advances practical autonomous vehicle resilience and
lays a solid foundation for future developments in over-the-air
resilient updates and fleet diagnostics.

Index Terms—Autonomous Vehicles, Software-based Attacks,
Electronic Control Unit, Resilience, CVSS analysis, QCar Plat-
form, Advanced Driver-Assistance Systems, Mission Success
Rate.

I. INTRODUCTION

Autonomous Vehicles (AVs), as cyber-physical systems,
face increasing threats due to both internal complexity and
external environmental uncertainties [1]-[3]. Their core
functions—perception, decision making, and control—rely on
tightly integrated systems and multiple sensors that communi-
cate through protocols such as CAN and Ethernet. The CAN
bus and automotive Ethernet, while critical to inter-module
communication, lack strong built-in security and are vulner-
able to injection, spoofing, and denial-of-service attacks [4].
Any malfunction or compromise within these interconnected
modules can pose significant safety risks.

Emerging studies have shown that malicious actors are
actively exploiting these vulnerabilities. For example, LiDAR
spoofing [5], GPS falsification [6], and camera-based mis-
classification attacks [7] have each been demonstrated to
undermine vehicle perception and navigation accuracy. Mean-
while, perception models and in-vehicle control software face
growing risks from software-based threats such as adversarial
inputs, data poisoning, and malicious code injection [8].
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While AVs often incorporate baseline safety and fault-
tolerance mechanisms, these systems are not designed to
actively defend against intentional and adaptive threats [9].
Hardening against known failures alone is insufficient. Instead,
resilience—defined as the ability of a system to maintain
essential functionality even when partially compromised—has
emerged as a critical goal in dependable AV design [10].

Despite growing interest, most proposed resilience strategies
remain at the simulation stage, limited by the high cost and
risk of real-world testing [11]. In this paper, we focus on
software-based attacks, particularly those targeting perception
components through parameter manipulation or configuration
tampering. These attacks are particularly insidious as they
bypass physical sensor protections and remain hidden within
the system, often without raising alerts. To address these
challenges, we leverage the QCar 2 platform—a hybrid system
that supports both physical and virtual testing—to develop
and evaluate lightweight, real-time resilience mechanisms. The
main contributions of this paper are as follows:

o Identifying real-world threats: We identify and demon-
strate software-based security threats on a real au-
tonomous vehicle platform, the Quanser QCar2, and
propose mitigation strategies.

o Developing a lightweight resilience method: We focus
on a configuration tampering attack and design a hash-
based resilience method with a probability model to
detect and respond to abnormal behavior.

o Implementation and evaluation: We implement our
method on both the simulated and physical QCar plat-
forms to show its effectiveness and highlight the benefits
of testing with real hardware.

At the end of this introduction, we briefly summarize the
structure of the paper. The rest of the paper is organized as
follows: Section II reviews related work, Section III describes
the problem and resilience design, Section IV presents exper-
imental results, and Section V concludes the paper.

II. RELATED WORK
A. Software-Based Attacks in Autonomous Vehicles

Software-based threats in AVs commonly target the internal
perception pipeline, control stack, or runtime environment.



Unlike physical-layer attacks that manipulate sensor input
externally, software attacks compromise system behavior from
within. Examples include adversarial perturbations targeting
machine learning models [8], [12], poisoning during training
phases, or malicious configuration changes that suppress ob-
ject detection. In addition, ECUs, which coordinate vehicle
functions, are vulnerable to runtime tampering and code in-
jection [13]. These threats can bypass physical safeguards and
propagate silently through the system, making them particu-
larly dangerous [14].

B. Resilience Mechanisms and System Recovery

Resilience engineering in autonomous vehicles ensures crit-
ical functions remain operational under any type of compro-
mises Frameworks like N-Version Programming enhance re-
silience through redundancy and voting across diverse compo-
nents [10]. However, both attack and defense mechanisms face
practical challenges. Realistic software-level attacks require
precise control and safety measures. For instance, adversarial
attacks against YOLO-based perception in AVs expose vul-
nerabilities to spoofing, adversarial inputs, and DoS [15],
but are typically evaluated in simulations like CARLA [16],
highlighting difficulties in physical deployment. Meanwhile,
validating resilience strategies on real platforms is limited by
cost, integration, and safety constraints. Many methods remain
simulation-bound with limited real-time implementation [10],
[17]. Compared with prior approaches that remain largely
simulation-based, our work provides a unique contribution
through physical validation on the QCar2 platform. While
direct side-by-side comparisons with clickjacking or other
cyberattack detection tools are challenging due to differing
platforms and definitions, our resilience metrics (MSR, VPK,
and TTV) enable fair quantitative evaluation of defense effec-
tiveness.

III. SOFTWARE THREATS IN AV: PROBLEM AND
RESILIENCE DESIGN

This section begins by analyzing the architecture of our
autonomous vehicle system and formulating the resilience
problem. We then conduct a quantitative threat analysis to
evaluate software-based vulnerabilities across key modules.
Based on the results, we select a representative attack case
for in-depth examination and develop a resilience method to
defend against it. While the design is driven by a specific
scenario, the proposed protection strategy is generalizable to
a broader class of software threats.

A. System Model and Its Potential Vulnerabilities

The NVIDIA Jetson AGX Orin serves as the primary
Electronic Control Unit (ECU) in our system, responsible
for key autonomous vehicle functions. Following the system
model described in [18], [19], our architecture consists of three
main modules: Perception, Decision Making, and Control, as
illustrated in Fig. 1.

Perception Module: This layer is divided into two func-
tional streams:

e Obstacle Avoidance Stream: RGB and depth camera
inputs are processed by a YOLO-Seg segmentation model
[20] to detect and classify obstacles. Subsequently, ob-
stacle localization and ranging are performed to compute
object distances using depth data. This stream outputs
the set of objects Oy = {(b;,¢;,8i,d;)}, where b; is
the bounding box, c¢; the class label, s; the confidence
score, and d; the estimated distance. A false negative
(e.g., missed detection of a pedestrian) or misclassifica-
tion (e.g., stop sign relabeled) can lead to catastrophic
outcomes.

o Trajectory Planning Stream: Data from the LiDAR
(GPS), gyroscope, and tachometer are fused via an Ex-
tended Kalman Filter (EKF) [21] to track vehicle pose
and velocity. This feeds into a path planning module
that determines safe, goal-directed trajectories under the
current vehicle state. Though important for global nav-
igation, this stream assumes obstacle input from the
YOLO-based obstacle detection, and therefore inherits its
vulnerabilities.

Decision Making Module: This module interprets signals
from both planning and obstacle detection. It makes high-
level decisions making (e.g., stop, go, turn) based on de-
tected objects and planned trajectories. Any misguidance from
upstream—particularly from tampered detection output—can
lead to incorrect decisions.

Control Module: This module executes the driving policy
by translating high-level decisions into low-level commands,
including steering angle and vehicle speed. Although deter-
ministic, it is inherently dependent on upstream accuracy and
thus susceptible to silent failure propagation.

B. Problem Formulation

We model the autonomous vehicle as a pipeline with three
stages:

1, 1% 0, % p, I ¢,

where I; is sensory input, 6 are system parameters, O; is the
perception output, D; is the driving decision, and C} is the
control command.

We assume the attacker can modify internal parameters
#, such as detection thresholds or class mappings, without
access to the physical sensors. These changes may distort
O; = {(bi,ci,8i,d;)}, leading to incorrect decisions and
unsafe control actions.

C. Threat Analysis

To assess the severity of software-based attacks in au-
tonomous vehicles, we adopt the Common Vulnerability Scor-
ing System (CVSS) v3.1, [22] a widely recognized framework
for evaluating the risk of cyber threats based on exploitability
and impact.

Drawing on prior studies of code tampering, denial-of-
service (DoS), and spoofing attacks [23], [24], we identify
a set of realistic software-based attack scenarios targeting
the perception, decision-making, and control modules. These
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Fig. 1: System architecture illustrating the flow from perception to control in autonomous vehicles.

include adversarial manipulation of model parameters, ADAS-
like ECU-level configuration tampering (e.g., threshold ad-
justments or runtime patching), and sensor spoofing—each
simulated and executed on the Jetson-based perception and
decision module to reflect realistic AV vulnerabilities. To
evaluate the impact of each attack, we adopt a CVSS-inspired
metric to quantify severity across impact, exploitability, and
stealthiness dimensions.

e YOLO Threshold Tampering: Reduces detection
threshold to suppress low-confidence objects. Score: 9.0
(Crritical)

o Class Mapping Swap: Reassigns class labels (e.g., stop
sign to speed limit), causing critical misclassification.
Score: 6.7 (Medium)

o Depth Mask Injection: Injects falsified depth input to
disrupt distance estimation. Score: 7.2 (High)

o LiDAR Replay Spoofing: Uses recorded data to mislead
localization systems. Score: 6.4 (High)

o IMU Yaw Drift Injection: Slowly injects drift into yaw
readings, degrading long-term pose estimation. Score: 2.8
(Low)

« Velocity Signal Freezing: Freezes velocity data stream,
misleading planning modules. Score: 7.1 (High)

« Policy Hijack via Config Patch: Alters planning policy
to ignore critical cues (e.g., stop signs). Score: 6.7
(Medium)

¢ Cost Function Manipulation: Adjusts planning weights,
skewing path safety. Score: 5.3 (Medium)

« Steering Control Bias Injection: Introduces a bias to the
control signal without validation. Score: 5.3 (Medium)

Each score is calculated according to CVSS v3.1, based on

exploitability metrics (access vector, complexity, privileges)
and impact metrics (confidentiality, integrity, availability). As
shown in Table I, most high-severity attacks are concentrated
in the Perception module, particularly those affecting object
detection and spatial awareness. This is especially critical

in the context of obstacle avoidance, where timely and
accurate perception of the environment directly influences
vehicle safety. Compared to Planning and Control modules,
perception-layer vulnerabilities tend to require lower privileges
while yielding higher impact on system behavior.

Given its pivotal role and elevated risk profile, the next
section focuses on analyzing the resilience of the perception
pipeline under software-based attacks, with an emphasis on its
implications for safe obstacle avoidance.

D. Case Study: Resilience Design for Perception Tampering
Attacks

Based on the threat scenarios outlined earlier, we focus on
a representative attack usecase targeting the primary ADAS-
like ECU, specifically the NVIDIA Jetson AGX Orin, which
handles perception and decision-making tasks. The attack
involves software-level tampering within this ECU, such as
manipulating YOLO detection thresholds or remapping class
labels. Although these modifications may appear minor in
code, they can severely degrade system performance by by-
passing safety-critical object detection mechanisms without
triggering conventional sensor-level alarms.

To address this, we design a generalizable resilience frame-
work that begins with this specific usecase and can be extended
to cover other perception-layer software attacks. The proposed
approach introduces a lightweight hash-based verification
module, which continuously monitors the integrity of key
perception components—such as model weights, configuration
files, and execution scripts. At runtime, cryptographic hashes
(SHA-256) [25] are computed periodically and compared with
pre-verified references. When a mismatch is detected, the
system switches execution to a secure backup module with
known-good behavior, ensuring continuity and correctness,
shown in Table II

This case-driven resilience design is validated using a
stop sign suppression attack—caused by class remapping—as



TABLE I: CVSS v3.1 Scores for Software-Based Attacks by Module

Threat Name Module | AV |AC PR |UI|S |C| I | A | Score | Severity
YOLO Threshold Tampering Perception | L L N |N|C|N|H|H| 90 Critical
Class Mapping Swap Perception | L H|N|N|C|N|H|L| 67 | Medium
Depth Mask Injection Perception | L H|H|N|C|N/H| H| 72 High
LiDAR Replay Spoofing Perception | L H LI IN|C|IN|H|L| 64 High
IMU Yaw Dirift Injection Perception | L H L|IN|C|IN|L|N| 28 Low
Velocity Signal Freezing Control L L N | N|IC|N|IN|H| 71 High
Policy Hijack via Config Patch Planning L L H|N|C|N|H|L| 67 | Medium
Cost Function Manipulation Planning L H|H|N|C|{N|H|N| 53 Medium
Steering Control Bias Injection Control L H|H|N|C|{N|H|N| 53 Medium

Abbreviations: AV — Attack Vector, AC — Attack Complexity, PR — Privileges Required, UI — User Interaction, S — Scope, C — Confidentiality, I — Integrity,
A — Availability.

L - Low, H — High, N -

None, C — Changed.

TABLE II: Hash-Based Integrity Protection Mechanism

Attack Detection Mechanism Attack Mitigation

Attack Response

Hash-based integrity checking de-
tects mismatch between expected
and actual hash values

Switch to verified backup module
with trusted parameters

Trigger alarm, log event, and notify
controller for safe fallback

Software-based

attack g
|

aya\a! |
| R |
----------- » Perception Module |
‘ W @ python |

&8 OPyTorch |

Fig. 2: Example of a software-based perception attack: Stop
sign suppression via class index tampering. The vehicle fails
to stop at the intersection.

shown in Fig.2. The proposed architecture (Fig.3) effectively
mitigates such tampering by continuously verifying runtime in-
tegrity and dynamically switching to a trusted backup module
when anomalies are detected. Specifically, the system executes
the primary module under normal conditions (i.e., when the
hash validation succeeds), and falls back to a pre-verified
module when discrepancies are detected.

Importantly, this resilience strategy extends beyond stop
signs. We analyzed multiple high-priority object types and de-
signed adaptive responses based on both detection confidence
and environmental context, ensuring appropriate behavior un-
der a wide range of attack scenarios.

Importantly, this resilience strategy generalizes beyond sign
scenarios. We analyzed multiple critical object types and
designed tailored responses based on detection confidence and
context, enabling appropriate reactions under different attack
scenarios.

Table III outlines the expected vehicle behavior under pro-
tection mechanisms for each object type Fig. 4, including stop

signs, pedestrian, traffic lights, and vehicles. The following ta-
bles detail the detection conditions and corresponding recovery
mechanisms activated under various tampering scenarios.

E. Resilience Probability Model

Inspired by the broad cyber resilience framework in [26], we
propose a refined probabilistic model that incorporates detailed
system dynamics and practical attacker assumptions, enabling
a more precise evaluation of our system’s ability to maintain
correct behavior under software-based perception attacks

We define the overall resilience probability as:

Pres = (1_Patk)+Patk'Pdef (1)

Where:

o P, Probability that a software-based perception attack
occurs during a given mission segment.

o Pyt Probability that the resilience mechanism success-
fully detects and mitigates the attack in time.

We further decompose Pjyer as:

Por=n-e M (1= pwo) - 6(0, A) 2)

Where:

o 7: Base effectiveness of the hash-checking mechanism
under ideal conditions.

o t4: Total delay from attack onset to hash mismatch
detection.

e vg: Vehicle speed at the time of attack; higher speeds
reduce reaction time.

o A: Sensitivity coefficient quantifying how detection delay
degrades defense effectiveness.

o u: Sensitivity coefficient describing the impact of vehicle
speed on available reaction window.

e 6(0,A) € [0,1]: Contextual difficulty factor based on the
criticality of object O and attack type A.

This formulation highlights that:



[ Perception ] [ Resilience ] [ Decision Making ] [ Controller ]

___Happy Scenario _

— . hF . Hashed Text @ _ﬁ ‘®n
RGB § Plain Text Hash Function cwision k= ° 5
o—2) | Camera X AisonN s Primary 0
- x> (1) o = FallBack —> Steering
X {..} | Row o— . ) (1] Command
-O- | Depth o\ =" oHO Failure Scenario Q
= | Camera Yolo-se! . . N Control
9 Obstacle Hashing Verification CTow— g . Speed
Localization @@:@-} | Coordination Command
& Ranging rd J——

-
FallBack

Fallback mechanism

Primary

Obstacle Avoidance Stream

Trajectory Planning Stream

-

Path Planning

Fig. 3: System-level resilience architecture.

TABLE III: Object Type and Car Response (with Defense)

Object Type
Stop Sign

Car Response (with Defense)

Car comes to a full stop, waits briefly, then resumes based on contextual
judgment.

Traffic Light
Vehicle
Pedestrian

Car adjusts speed based on detected light signal.

Maintains safe following distance or stops if vehicle ahead is lost.

Car halts ahead of the person and waits until the path is clear.

solution presented in [26], where the malware and bonware
parameters (M and B) conceptually correspond to the decay
factor and the recovery factor in our framework.

r 1 IV. EXPERIMENTAL RESULTS
In this section, we evaluate the effectiveness of our re-
silience mechanism. The following subsections describe the
system setup for both the physical car and the virtual simula-
- A | tion, followed by the evaluation results.
i % A. System Setup
:‘ e The vehicle used in our experiments is the QCar 2 devel-
oped by Quanser Inc. (Canada). QCar 2 is a 1/10th scale,
‘ open-architecture self-driving vehicle designed for academic

use and research. It is the primary platform in Quanser’s Self-
Driving Car Studio, featuring a high-performance NVIDIA
Orin AGX processor and equipped with a comprehensive suite
of inertial, visual, and ranging sensors.

QCar 2 supports both physical and virtual testing environ-
ments, Please refer to Figure 5 for more details:

Fig. 4: Key object types considered in the resilience design:
stop sign, pedestrian, vehicle ahead, and traffic light.

« Increasing vehicle speed (vg 1) reduces defense success
due to shorter safe margins.

o Higher detection delays ({4 1) exponentially degrade
defense capability.

o The physical QCar 2 and the large roadmap used in the
studio are scaled down to 1:10 of real-world dimensions.
e The virtual QCar 2 operates in a 1:1 scale environment

« Attacks targeting high-priority objects or stealthier attack
vectors lower 6(O, A), making defense harder.

Notably, this model refines and extends the cyber resilience

and behaves like a full-sized real vehicle.

This testbed includes additional infrastructure elements
such as stop signs, traffic lights, and static vehicles and



pedestrian to simulate real-world driving conditions. These
objects are positioned strategically across the test map to
create perception-driven control scenarios. Both the physical
and virtual maps are equipped with camera-friendly lighting
and GPS simulation sources to support consistent evaluation.

- 2

(a) Physical QCar 2 with 1:10 scaled map.

T —

onnen

MR PN T

(b) Virtual QCar 2 in 1:1 scale simulation.

Fig. 5: Physical and virtual QCar 2 setups.

We apply a scale factor of 10, meaning that speeds in the
physical QCar 2 are one-tenth of their real-world equivalents.
For example, 1.2m/s in QCar represents 12m/s (43.2km/h) in
real-life driving. Please refer to Table IV for more details.
The Physical QCar 2 typically runs at approximately 10
frames per second (FPS) while the virtual QCar 2 can run at
30 frames per second (FPS) . This setup enables researchers
to replicate real-world driving behavior in both physical and
simulated environments.

B. Speed Response Over Time

To demonstrate the importance of our resilience method,
we conducted experiments comparing system behavior with
and without the proposed defense. We first tested a stop sign
configuration tampering attack. In this setup, the vehicle speed
was set to 0.5m/s, the update rate was 5, and the attack was
triggered at approximately 15 seconds.

As shown in Figure 6, when the tampered stop sign ap-
peared, the vehicle equipped with our resilience mechanism
successfully detected the anomaly using hash matching and
immediately triggered a fallback response. This enabled the

vehicle to maintain correct behavior, successfully stopping at
subsequent stop signs at around 40s, 50s, and 60s despite the
earlier attack. In contrast, without any defense mechanism, the
vehicle failed to recognize the tampered stop sign and did not
stop as required after 15 seconds of operation. This kind of
traffic violation could potentially lead to serious accidents.

Speed Comparison: With Defense vs Without Defense

0 10 20 30 a0 50 60

Yield Sign Stop Sign

Fig. 6: Vehicle Speed vs. Time under Defense and No Defense

C. Resilience vs. Tampering: Measuring Success Rates Across
Different Objects

Building on the previous experiment, we extended our eval-
uation to various object types to further assess the effectiveness
of the proposed resilience mechanism. In this series of tests,
the vehicle speed was set to 0.25m/s. Each attack condition
was tested five times with a fixed update interval of 5. A
mitigation was considered successful if the vehicle responded
appropriately to the attack—such as stopping at a stop sign or
avoiding a pedestrian.

Our results show that the resilience mechanism performs
reliably only up to a speed of 1.8m/s. Beyond this threshold,
system performance begins to degrade: only simpler tasks,
such as reacting to stop signs, remained consistently suc-
cessful. Notably, at 1.75m/s, only one test case successfully
triggered a pedestrian avoidance response, indicating reduced
stability at higher speeds, as shown in Fig. 7.

To address this limitation, we suggest adjusting the update
interval in future experiments, as preliminary results indicate
a strong correlation between update rate and system stability
(see Fig. 8).

D. System Delay-Aware Tuning of Detection Update Rate

Based on our experiments, we observed that factors such
as update intervals and time delays—stemming from com-
ponents like the motor or vehicle speed—play a critical
role in overall system performance. Therefore, we evaluated
both the system’s inherent delays and those introduced by
the proposed resilience mechanism, as shown in 9 and 10.
Specifically, we measured the following: attack detection time,
decision-making time, brake command issuance, actual brake
response, and for the resilience mechanism, the time required
for attack recognition, fallback execution, and recovery to
normal operation.



TABLE IV: Speed Equivalence between QCar 2 and Full-scale Vehicle

QCar 2 Speed (m/s) | Full-scale Speed (m/s) | Speed (mph) | Speed (km/h)
1.2 12 26.8 43.2
1.5 15 33.6 54
4.3 (max) 43 93.6 150

Success Rate Across Speeds and Attack Types (m/s)

. Tampered (Pedestrian)

Cont
Cont
Conf. Tampered (Traffic Light)
Cont

. Tampered (Vehicle)

55 55 55 575 555 515 515 55 55 555 555 55 55 55 55 SIS 55 55 515

0.8

0.6

Success Rate

0.4

os os_ors

0.5 m/s, 0.75 m/s 1.0m/s 1.25m/s 1.5m/s 175 m/s

Fig. 7: Success rates across different objects, tested from 0.5
m/s to 1.75 m/s at 0.25 m/s intervals.

Success Rate vs Speed for Different Update Intervals
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Fig. 8: Comparision different update intervals with pedestrian
detection.

Our analysis shows that with the proposed resilience mech-
anism, the system can detect and recover from attacks in under
0.2 seconds. In our experiments, we triggered the attack at 25
seconds, and the system successfully performed attack detec-
tion and fallback recovery within just 0.001 and 0.002 seconds,
respectively. In contrast, when the system operates without any
defense, it fails to respond appropriately—resulting in missed
stop signs or undetected pedestrians. Notably, the resilience
mechanism introduces minimal computational overhead, mak-
ing it a lightweight yet effective solution.

This highlights that while the defense mechanism greatly
improves safety, its success depends heavily on the appropriate
configuration of update intervals, vehicle speed, and response
timing. Careful tuning of these parameters is essential to
minimize risk and ensure timely mitigation of threats in real-
world scenarios.

E. Real-World Validation on Physical QCar2

To validate our proposed resilience mechanism in a real-
world setting, we deployed the system on a physical QCar2

Timeline with Delay: Detection — Decision - Brake Command — Real Brake

+6.325
+0.18s
<

+0.02s

13 14 15 16 17 18 19 20
Time (s)

Fig. 9: System Delay Timeline

System Response Timeline: Attack and Recovery
- Attack Starts (25.00s)
[ Detecton (0.0305)
24.6 24.8 25.0 25.2 25.4 25.6 - Recovery (0.0025) 5.0
Time (s)

Fig. 10: Detection and Response Timeline (Attack to Braking)

platform. This experiment demonstrates the impact of a pa-
rameter tampering attack and the effectiveness of the recovery
strategy under real-time constraints.

As illustrated in Fig. 11, the attack was simulated by
modifying a critical parameter at the 10-second mark: the
‘stop sign count® threshold was altered from 5 to 100. This
manipulation effectively suppresses the recognition of a stop
sign, preventing the vehicle from initiating braking behavior
in time.

Without the resilience module, the QCar failed to stop,
resulting in a clear violation of the expected behavior. In
contrast, our system detected the tampering and triggered
the hash-based recovery mechanism. Within a short recovery
latency, the correct configuration was restored, enabling the
vehicle to recognize the stop sign and apply the brakes
successfully.

Vehicle Speed Over Time
05

0.4

0.3

Speed (m/s)

0.1

0.0

0 5 10 15 20 25 30 35
- Time (s)

Fig. 11: Real-world vehicle (Qcar2) speed response after
tampering and recovery



F. Defense Effectiveness Evaluation via Resilience Metrics

To assess the defense effectiveness, we use three resilience

metrics inspired by prior work [27]: Mission Success Rate
(MSR), Traffic Violations per Kilometer (VPK), and Time to
Traffic Violation (TTV).
e MSR: 27 of 30 runs succeeded with defense (90%) versus
0% without. ¢ VPK: Violations dropped from 16.67 (no
defense) to 5.56 (with defense). « TTV: Average violation
time increased from 2.1s to stable operation (> 10s).

Table V summarizes the results, showing that our SHA-256-
based fallback significantly improves resilience.

TABLE V: Estimated Resilience Metrics Across Defense
Conditions

Metric With Defense | No Defense
Mission Success Rate (MSR) 90% 0%
Traffic Violations per Km (VPK) 5.56 16.67
Time to Traffic Violation (TTYV, sec) > 10 (Stable) 2.1

V. CONCLUSION

This paper presented a practical framework for evaluat-
ing resilience against software-based attacks in autonomous
vehicles. Using targeted perception tampering and real-time
recovery on the QCar2 platform, we showed that lightweight
defenses are both effective and feasible for embedded systems.
Our study is limited by dataset size and attack scope, but
results across stop signs, pedestrians, vehicles, and traffic
lights demonstrate generalizability. Future work will validate
the probabilistic model with larger datasets and extend to ad-
ditional attacks such as LiDAR spoofing and GPS falsification,
while developing faster, more accurate resilience methods for
real-world deployment.
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